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Introduction

The purpose of this policy is to enable and maintain effective security and confidentiality of
information processed or stored by HW Coates Ltd t/a L&R Storage & Subsidiary Companies (the
Organisation) involved in document archiving and scanning services. Information security is
defined as covering availability, confidentiality, integrity, and legal compliance. Information and
information systems are critically important to the archive division. Information must be
protected in a manner appropriate to its sensitivity, value, and criticality. Security measures are
to be used regardless of the methods by which the information is managed.

The policy covers all areas of the archiving activities, including information that is stored on
computers, printed out, written down or spoken in conversation.

Policy Statement

This shall be achieved by:

e Ensuring that all staff are aware of and shall comply with Data Protection Legislation,
including the DPA (Data Protection Act) 2018 and UK GDPR (General Data Protection
Regulation).

e Ensuring that information is only accessible to those who have a legitimate need for it.

e Describing the principles of information security management and describing how they
shall be implemented within HW Coates’ archive division to all staff as part of their
induction.

e Assisting staff to identify and implement information security as an integral part of their
day to day role within the company.

The Organisation will take reasonable steps to:
e Prevent security breaches.
e Detect breaches where prevention has been unsuccessful.
e Limit damage caused by a breach.
e Recover from the effect of a breach.

In the event of a security breach, the Organisation will investigate all significant suspected
breaches of security and review whether changes to policy or implementation are necessary.

The Organisation will take reasonable steps to ensure that all staff are aware of their
information responsibilities.

Definitions / Objectives

The key objectives of this Information Security Policy are to provide an appropriate level of
protection for information assets from possible threats, whether internal or external, deliberate
or accidental. The policy applies to all employees and staff, including contractors. All users of
service information are responsible for the information that they use, process, access, create
and transfer.



This applies to the following forms of data:

e Electronically held data, regardless of storage media, and including information on
servers and information in transit or on handheld / mobile devices.

e Paper produced information.

e All service and operational data, both internally produced or obtained from other
bodies.

e Information derived from any business process, regardless of the storage or
presentation media.

Responsibility for Information Security

Responsibility for information security shall rest with the Managing Director. However, on a day
to day basis the site General Manager will be responsible for organising, implementing and
managing this policy and its related good working practices.

Training must be provided for personnel who have access to data and information. It is the
responsibility of all employees to adhere to the Information Security Policy and to report any
software malfunctions, security incidents, suspected viruses, faults, weaknesses or threats
observed or suspected to either the Managing Director or a Manager immediately. This will
ensure that relevant steps are taken to minimise the impact of the incident and to ensure its
recurrence is prevented.

All employees shall abide by the security procedures of the Organisation. This includes managing
and handling confidential customer information and ensuring that the confidentiality and
integrity is not breached. Failure to do so may result in disciplinary action.

Any contracts with any third-party organisations that require access to the building and data
must be in place before access is permitted. These contracts shall ensure that the staff or sub-
contractors of those external organisations shall comply with all the appropriate security
policies/guidance required by the Organisation.

Information security requires participation and support from all staff to allow them to protect
and manage the Organisation’s assets.

Employees will be responsible for both the security of their immediate working environments
including company vehicles, workstations, and access areas.

The Organisation shall undertake to ensure:

e Security incidents and weaknesses are to be recorded and reported to senior
management so that they can be investigated to establish their cause, impact, and effect
on the company. All reported security breaches are then investigated by senior
management and any necessary amendments to the security policy are made if
required.

Should there be an incident which affects items or data which does not belong to the
Organisation but is property of a contracted client or customer, it is the responsibility of
Senior Management to inform the main contact of the client within 48 hours of the
incident. Senior Management will provide the Client with an incident report outlining
the security breach within four working days.

e Secure Communications — should be in place to ensure that all correspondence, faxes,
telephone messages and email are conducted in a secure and confidential manner.



Staff have an obligation to the Company to protect clients and business activities and
must not talk, write, email or use any form of communication about any aspect of its
clients or their business, or about the working practices of the Company, out of the
office.

Contracts of Employment — address information security requirements at recruitment
and induction stage. All contracts of employment include a confidentiality clause stating
that failure to abide by the security procedures may result in disciplinary action.

Access Controls — This includes the following:

1) Physical access to the buildings is restricted, this may include security code access to
the main door which is only available to staff of the company or physically locked
doors.

All visitors are required to obtain access by previous arrangement. Visitors are not
left unattended at any time. Third party contractors working on site are requested
to sign an NDA on arrival.

2) Access controls must also be in place for IT systems, this includes password
protected access to computers and a password meeting company policies including
a minimum of 8 digits and 4 requirements including uppercase, lowercase, number
and special characters. These are restricted and controlled by group policies located
on company servers and are set by Senior Management.

Equipment Security - is effective in order to minimise losses or damage to the company.
All information assets and equipment shall, where possible, be physically protected from
security threats and environmental hazards. This includes the following:

1) All data vaults must remain locked at all times.

2) All company vehicles must remain locked when stationary.

3) Use of company vehicles is limited to authorised drivers / licence holders.

4) Staff must not use company vehicles for any other purpose apart from business
activity.

5) All staff must ensure a clear desk policy.

6) All keys and company equipment returned to the company at the end of working
day unless an authorised key holder.

7) All visitors to the facility must sign in to the building and not be left unattended at
any time unless they are a contractor and have signed a company non-disclosure
agreement or supplier contract covering the protection of data.

8) All employees must limit the risks of the surrounding work areas by being aware of
security issues.

Information Risk Assessment - an assessment of the working environment shall be
conducted to identify potential risks to the security of company information. Where
risks are identified, these should be noted, reviewed and where possible necessary
action may be taken.

IT Protection & Data Transfer - should be provided through use of commercial strength
anti-virus / anti-malware software. Where there is an internet connection an
appropriate firewall should be installed and managed. No new software shall be
downloaded or installed on any computer system without permission of the Managing
Director. Breach of this requirement may be subject to disciplinary action.

Business Continuity — is in place in the event of a disruption to the company. It is
possible to continue all normal business activity with little or minimum disruption to the
affected services.



Monitoring and review

This Information Security Policy document shall be owned, maintained, and reviewed by the
Managing Director. They will review this policy as a minimum every year to ensure that it
remains appropriate for the business needs. This includes monitoring compliance with
information legislation.

Sanctions
Deliberate breach or circumvention of the principles of this policy, or of the other policies,

standards, guidelines, or procedures that implement it may lead to the appropriate disciplinary
action being taken.
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